
Security Awareness Training Quiz

Relying entirely on IT security tools to block cyberattacks

Ignoring suspicious emails unless they come from outside the organization

Actively following security best practices to help prevent cyber threats

Sharing passwords with coworkers to ensure continuity of work

Which of the following best describes what it means to be a “human firewall?”
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Reuse a reliable password across multiple services so you can easily remember it

Make it long (16 characters at least) and complex (!@#$%*^)

Change them periodically

Write it down and stick it to your monitor

[Select all that apply] What are the basic principles in creating secure passwords?
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True

False

True or False? The most common way for a hacker to succeed is by breaking security controls.
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Sender Address

Urgency

Generic greeting

Unexpected link to follow

[Select all that apply] What are the red flags in this phishing email?
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Share it quickly so others can see it before it’s removed

Check the source’s credibility and verify the information with trusted outlets

Add your own opinion to make it more engaging

Assume it’s true if it matches your beliefs

Which is the most effective first step to take before sharing misinformation?



Acknowledgement

By checking this box, I acknowledge I have read and understood my responsibilities to 
comply with County Policy A2611 – Use of County Technology Resources

Type Your Name:

Choose file > Save As > [local folder of choice] > Add first/last name to the front of the filename > attach to email to your supervisor

https://www.maricopa.gov/DocumentCenter/View/118487/A2611UseofCTRPolicy%22
https://mymc.maricopa.gov/DocumentCenter/View/60324/Use-of-County-Technology-Resources----A2611
https://www.maricopa.gov/DocumentCenter/View/118487/A2611UseofCTRPolicy%22
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